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1
Decision/action requested

This contribution proposes a way that the initial NAS messages are to be protected in 5G
2
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3
Rationale

Just like in 4G, it will be necessary to send some NAS messages before security can be established. Although in 4G, the NAS messages that could be sent and acted upon were restriceted to only those that needed, some security issues were raised with some IEs that were sent in unprotected NAS messages, e.g. an attacker could perform a bid down attack that results in the UE being connected to the network but staying in a different service state than requested. It is possible to envisage there could be a privacy issue with some IEs as well (the ciphered option signalling that is done in 4G to restrict the inclusion of IEs in unprotected NAS messages). Therefore, it is proposed for 5G NAS signalling that the stronger option of limiting the IEs that can be included in messages before security is established. The IEs that can sent are the essential ones to establish security.
Another advantage of doing it this way is that it simplifies futher development of the 5G standard from a security perspective as it means that all IEs are both integrity protected and cipherd by default unless one of the other groups makes a case for the IEs being sent in the clear.

This contribution proposes that solution #1.37 from TR 33.899 is used as the basis for the protection of NAS signalling. In this solution, if the UE has no NAS security context, it limits the initial (i.e. the first message sent for idle to active transition) to include only IEs that are required to establish security (e.g. some form of identity and the UE security capabilities). The full IEs for the network connection are then sent in the NAS security mode complete message (or the 5G equivalent of the 4G NAS security mode complete message if this message is named differently). If the UE has a NAS security context, it includes the full IEs integrity protected as well as ciphered. If the newtrok cannot find the security context or there is some issue with the security (e.g. mis-aligned NAS counts), then the AMF can fall back to the case of unprotected initial message and request the complete message in the NAS security mode complete message.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TS 33.501 v0.2.0.
**** START OF CHANGES ****
6.2
NAS security 

Editor's Note: This clause is meant to contain, among other things, contents corresponding to 33.401 [10], clause 8 “Security mechanisms for non-access stratum signalling and data via MME” and clause 6.5 “Handling of NAS COUNTs”.

6.2.X
Protection of initial NAS message
The initial NAS message is the first NAS message that is sent after the UE transitions from idle. The UE shall send a limited set of IEs including those needed to establish security in the intial message when it has no NAS security context. In this case, the complete initial message shall be sent in the NAS Security Mode Complete message. When the UE has a security context, the UE shall send the full initial message with just the IEs need to establish security sent unciphered. The AMF may request the UE to send the complete initial message in the NAS Security Mode Complete message if needed (e.g. the AMF could not find the UE’s security context). 
The protection of the initial NAS message proceeds as shown in Figure 6.2.X-1.
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Figure 6.2.X-1: Protecting the initial NAS message
Step 1: The UE shall send the initial message to the AMF. If the UE has no NAS security context the initial message shall contain a subscription identifier and UE security capabilities only.
Editor’s note: There may be other IEs that are needed to establish security. If so this should be included in the intial message that is sent with out security. 
Editor’s note: It is FFS which IEs can be sent unciphered in initial messages, e.g. NSSAIs

Editor’s note: Alignment with SMS over NAS security clause needs to be considered.
If the UE has a NAS security context, the initial message shall contain be a complete message, where the subscription identifier and UE security capabilities are sent unciphered but the rest of the message is ciphered. With a NAS NAS security context, the initial message is also integrity protected.
Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. The AMF may also initiate an authentication procedure with the UE even if the integrity check passed.

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command including a request for the complete initial NAS message, if it was not included in step 1 or the network has failed to verify the integrity of the initial NAS message. 

Step 4:  The UE shall send the NAS Security Mode Complete to the network. This message is ciphered and integrity protected and shall include the complete initial NAS message (but may omit the IEs that were sent in the clear in step 1) if requested by the network in the NAS Security Mode Command message.

Step 5: The AMF shall send its response to the initial NAS message. This message is ciphered and integrity protected. 

**** END OF CHANGES ****
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